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Principles and steps of a Risk Analysis Study

O Assessment of the Risk

= Determination of the probability of the scenarios
and their consequences
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Assessment of the probabilities
for the failure scenarios

e For a Quantitative assessment
= ETA: Event Tree Analysis Method

e For a Semi Quantitative assessment

= FTA: Fault Tree Analysis Method
= BTA: Bow Tie Analysis Method

B Event trees or Fault trees
w Bow Tie

» Wiithout tree models representation
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Assessment of the probabilities
for the failure scenarios

For a Quantitative assessment
ETA: Event Tree Analysis Method

For a Semi Quantitative assessment

FTA: Fault Tree Analysis Method
BTA: Bow Tie Analysis Method
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Quantitative Assessment with ETA

Principles:

Determine the probabilities for each failure modes of the Event Tree considered
By multiplication of the elementary probabilities, determining the global

probability of the scenario/ETA
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Failure Modes Probabilities Assessment

Three ways to assess Failure Modes Probabilities:

Probabilistic assessment:
For natural hazards as Floods, Hydrology, Earthquakes
The intensity of the natural hazard action is linked to a probability

Frequency assessment:
Technological Failure Modes can be linked to frequencies

Expert Judgment Assessment:
Used when Probabilistic and Frequency assessments are not possible
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Probabilistic Assessment

Assessment of Natural Hazards:

Probabilistic Models for Hydrology: Intensity of Floods
matches with annual probabilities

Example:

e Design Flood for Dam: 1’000 years flood to 10’000 years flood
depending on the size of the dam

Probabilistic Models for Earthquakes: Intensity of
Earthquakes matches with annual probabilities
Examples:

* Annual probability for Operating Basic Earthquake:
=>» 475 years earthquake

* Annual probability for Maximum Design Earthquake:
=» 5’000 years earthquake
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Frequency assessment

Principle: assess the frequencies of the failure modes
of the components, supported by feedback

=» Rate of Failure = Number of Failures of a Component
Number of utilization of this component

Components concerned
Electro-mechanical systems: gates, outlet, emergency commands
Monitoring systems
Human failures
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Frequency assessment

e Frequency assessment based on feedback — Interest to use

specific database

= French Ministry of Environment database on incidents/accidents — ARIA Database
= QOperators have to declare all the incidents/accidents related to their dam

EE| —ARIA

REPUBLIQUE FRANCAISE

THE BARPI IN CASE OF AN ACCIDENT ACCIDENTOLOGY

User Login 3 English

La référence du retour d’expérience sur
accidents technologiques

Search amongst our 50 000 accidents & 1000 publicat\onse Q @

Lessons learned from major events towards improving hydraulic safety

Home » Analyses and feedback

Since 2010, information collected on dam-related events has been
recorded in the ARIA base. By the end of 2015, a total of 228 events had
been entered into the database. This summary, written jointly by the
BARPI and BETCGB bureau, presents the primary lessons resulting from
their analysis. The study method has focused in particular on experience
feedback regarding hydro-mechanical devices and command-control
systems.

The BARPI

'—i.‘ﬁ With its interactive media library

used as a reference in the study of
industrial accidents, the BARPI
(Bureau for Analysis of Industrial
Risks and Pollutions) focuses on
keeping you apprised of industrial
and technological accidents and
providing you with pertinent
interpretations.

1s learned from major event

https://www.aria.developpement
-durable.gouv.fr/le-barpi/la-base-
de-donnees-aria/
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Frequency assessment

Frequency assessment based on feedback — Interest to use

specific database

3 levels of incidents/accidents depending on the severity
RED: death or serious injury to persons - Major damage to hydraulic structures

endangering people without sustaining serious injuries - Significant damage to
hydraulic structures

causing difficulties for people or minor damage outside the installation
Some frequency data can be available for some failure modes of dam components

F

Nb incidents/accidents
3

20
. - G
I N RM 2':'1 ? 201 8 201 9 2020 2021 comité francais
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http://npdp.stanford.edu/
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Frequency assessment

® Frequency assessment based on feedback — Interest to use
specific database

= Major operators and owners have often their own database on incidents in France
= NPDP: National Performance of Dams Program — Standford University

NATIONAL PERFORMANCE OF DAMS PROGRAM

STANFORD

UNIVERSITY

About The NPDP
About Dams

Dams Dictionary

Mill Dam Photographs
Digital Library

Report A Dam Incident
Contact Us

NPDP Data Access

NPDP Dams Directory

Dam Incidents

Penstock Incidents

Dams & Earthquakes - Currently Unavailable

Dam Safety Modifications & Repairs
Consequences of Dam Failures

Click Here for more information on each database.

PERSPECTIVES

Dams as Systems

A common view of a dam is to
think of the major water retention
structure(s) (the dam) that was
built to create the reservoir.
However, it is more realistic to
view the dam as a system; a
system of structures (natural
and man-made), the reservoir
and its boundaries, mechanical
and electrical components, and
operators. More importantly, the
successful performance of a
dam system depends on the
aggregate satisfactory
performance of the system that
prevents a failure and
uncontrolied release of the
reservoir.
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Expert Judgment based Assessment

Principle: some failure modes cannot be assessed by

probabilistic analysis or frequency analysis
because probabilistic laws or data are not available

=» probabilities assessment based on expert judgment

Specific Working Group to provide probabilities assessment

based on expert judgment
Engineers of various disciplines: Civil Engineering, Hydrology, Hydraulic,
electromecanic
The operator and the owner of the dam
Working group leaded by an risk analysis engineer or an risk analysis analyst
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Expert Judgment based Assessment

Specific Tables based on Expert Judgment to assess probabilities
Expert Judgment non correct to assess very low probabilities (< 103)
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Verbal Description Probability Equivalent | Low | High
virtually impossible 0.01 0.00 | 0.05

very unlikely 0.10 0.02 | 0.15

unlikely 0.15 0.04 | 0.45

fairly unlikely, rather unlikely 0.25 0.02 | 0.75

fair chance, toss-up 0.50 0.25 | 0.85

usually, good chance, probable, likely 0.75 0.25 | 0.95
guite likely 0.80 0.30 | 0.99

very likely, very probably 0.90 0.75 | 0.99
virtually certain 0.99 0.90 | 1.00

Appréciation experte de la

Traitement quantitatif des dires

probabilité d’occurrence d’experts
w trés probable » 0,60
# probable » 0,40
« moyennement probable » 0,20
« pett probable » 0,10
# tres pew probable » 0,01
& extrémement peu probable » 0.001

[Vick 1997]

[INRAE 2010]
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Example 1: Quantitative Assessment with ETA

Scenario of increase of pore pressure in the core or in the foundation in an
embankment dam - Clogging of the filter

Core,
Drain and Filter Downstream
component: To Shoulder,
Drain the leakage Foundation:
coming from the Resist
core mecanical
Initial Event stress
= UpStream downstream
— YN , 10'3 per year
: X e o £ B Rt ... -1
=Ch BT BB T a ) TE ST 10 per year Sliding of the
e s ey T iy ] MPonaatons Safety core or of the
¥4 (1) Recharge amont (3) Noyau (5) Recharge aval s &L,{S;Z." fitrant (of. dossier) barrier: downstream

monitoring shoulder or of

10'2 per year system the foundation TOta I scéna riO:

Clogging of the

Downstream Drain % P = 10-6 peryear
Normal Water and Filter system I ..E
Level: : = Completely
Pe=1  lg impossible
Hydraulic

IN R A@ Action
s<séebr P

success Failure
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Example 2: Quantitative Assessment with ETA

Scenario of overtopping linked to inadequate hydraulic capacity

. Spillway : Pass the |Downstream fill : Resist Probabilities
Initiating Event i )
flood Ti external erosion Consequences
Probability : p=10° :
1/10 Flood wave : 2500 m3/s§
Erosion of downstream
fill : Creation of breach
1/10 around spillway chute

1/10000

Failure of spillway
system : loss (or
unsufficiency) of

Flood T|

spillway capacity

@

Total scenario:
P=10° peryear

=» Completely
impossible
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Assessment of the probabilities
for the failure scenarios

For a Quantitative assessment
ETA: Event Tree Analysis Method

For a Semi Quantitative assessment

FTA: Fault Tree Analysis Method
BTA: Bow Tie Analysis Method
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Semi-Quantitative Assessment
with Fault Tree Analysis or the Bow Tie Analysis

IE #1

|

RCM #1
IEn #1
IE #2

to estimate the annual E43

probability of occurrence of the TN
}—'

feared event or final event
of a Fault Tree / Bow Tie tree

IE #5

RCM #3 IEn #2

IE #6 +

IE #...

|

|

MMR #4

IEn #3 Safety Barriers
< -.

IE#n Prevention [ Protection

Input Data Necessary \ |

|

for the semi-quantitative assesssment Fault tree
_ -

N _ _
1. Initial Event: IE 2. Safety Barriers or Risk Control Measure: RCM
(prevention/Protection)

INRAZ 3. Intermediate Event: Ein ‘
3‘? €DF = 4. Central Feared Event of Final Event: CFE
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Semi-Quantitative Assessment
with Fault Tree Analysis or the Bow Tie Analysis

IE #1

RCM #1
( IEn #1
IE #2 +

to estimate the annual 43
probability of occurrence of the R
feared event or final event
of a Fault Tree / Bow Tie tree S _ —
IEn #2
IE #6 I
) ME #4

—_— N
MMR #§ |
IEn #3

Safety Barriers

< -.L
Prevention [ Protection

Input Data Necessary \ ;o ,

|| ||

for the semi—-quantitative assesssment Fault tree Event tree
. %

N _ _
1. Initial Event: IE 2. Safety Barriers or Risk Control Measure: RCM
(prevention/Protection)

INRAZ 3. Intermediate Event: Ein ‘
3‘? €DF = 4. Central Feared Event of Final Event: CFE
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Semi-quantitative analysis of probabilities

Probability
E D C B A
Scale
Qualitative (if |"Possible event, |"very "improbables "probables "current event":
number of but extremely improbables event": similar event": already |already occured
installations [improbables:is |event":already |eventalready occured or can or can occur
and feedback |notimpossible occured in the occured in the occur during life |several times
are sufficient) |considering industry sector, industry sector or |duration of the during life
current but corrective in this type or installation duration of the
knowledge, but |actions were organization installation, in
not experienced |taken which worldwide, but spite of risk
worldwide during |significantly no corrective reduction
a large number of |reduced the actions were measures
installation.years |probability of taken which
occurrence significantly
reduced the
probability of
occurrence

Semi-
quantitative

This scale is intermediate between qualitative and quantitative scales, and enables to take
into account risk reduction measures

Quantitative
(by unit and by
year)

10

104

103

102

comité francais
des barrages
el réservoirs



Aggregation Rules for semi-quantitative assessment with FTA or BTA

GATE « OR »

n
= Quantitative Analysis  E g, or :ZIEi
i=1

= Semi-Quantitative

Analysis

1=

|E>

-

Two Independent Events IE ,

Total probability is the sum of
the individual probabilities of
the independent events

Probability Class (E) ~ minimum (probability class (IE,),

probability class (IEZ))

=» the lowest occurrence prevails
according to the matrix

OR

=» Note that aggregation rules are not

imposed by the Authorities

This table is an example of what could be

used based on existing recommandations for

p= R = = i e

m|O|o|m| =

w=li =R - - R =R - -

OO Om| M

D|o|N|w| =0

m| OO |,

the industry sector (Ineris)




Aggregation Rules for semi-quantitative assessment with FTA or BTA

GATE« AND »

Example.

= Quantitative Analysis

=

|E2

:

Two Independent Events IE ,

Design Flood

Gate operation failure

}AND Exessive reservoir level

Prob. (E) = Prob. (IE1) x Prob. (IE2)

= Semi-Quantitative Analysis Probability Class (E) ~ minimum (probability class (IET),

Probability class (IE2)) — 1. class

AND

=» Note that aggregation rules are not

imposed by the Authorities

This table is an example of what could be

m|o|Oa|m| =
m|m|O|o|m |
m Mmoo ;|

m MmO 3am

mim{mim|m|3

m{m|m|{rm|{rm]|m

used based on existing recommandations for
the industry sector (Ineris)




Rules for semi-quantitative assessment with FTA or BTA

Prevention Safety Barriers or Risk Control
Measure (RCM) applied to an Intermediate
Event

IE H IEn

RCM

[ Safety Barriers or Risk Control Measure:
taking into account with a Level of Confidence (LC)

3 Prevention barrier
3 Protection barrier

A Level of Confidence < risk reduction factor
LC/RRF are discrete for Semi-Quantitative Analysis or continuous for

INRAZ Quantitative Analysis
<< @DF



Rules for semi-quantitative assessment with FTA or BTA

Safety Barriers or Risk Control Measure (RMC) : IE i IEn
=> Criterias to be observed —

e Independence with the event and with the other barriers carrying out the same safety function.

Example: if the event under assessment is “operator error”, the operator cannot be a barrier. On the other hand, a second
operator acting as a controller (= control task) would be able to catch the drift and be considered as a barrier

e Effectiveness of the barrier

=> depends on many parameters and to assess it, we study its design, availability, accessibility and resistance
to specific constraints, etc.

e Response time, when this is relevant

(for example, it takes into account gate opening times, the time it takes an operator to reach the site, etc.). It
must match the kinetics of the event on which the barrier is meant to act

e Testability/maintainability for technical barriers

INRAZ including training/audit/exercises for human barriers.
<< @DF



Rules for semi-quantitative assessment with FTA or BTA

Safety Barriers or Risk Control Measure IE H IEn
(RMC) applied to an Intermediate Event RCM
= Quantitative Analysis Prob. (IEn) = Prob. (IE) x Prob. (RMC | |E)

= Semi-Quantitative Probability Class (IEn) = Probability Class (IE)+ LC (LC =1 or 2)
Analysis

LC = Level of Confidence < risk reduction factor

LC are discrete for Semi-Quantitative Analysis
=> from level “1” (lowest level) to level“2” (highest level)
LC determine a risk reduction factor (1 : 1/10, 2 : 1/100)

= Most of the time LC=1 is chosen

INRAZ
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Rules for semi-quantitative assessment with FTA or BTA

Examples of Safety Barriers or Risk IE I IEn
Control Measure (RMC) applied to an
Intermediate Event

= Decreasing Réservoirs Using Bottom Outlets
Safety level

T

INRAZ
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Rules for semi-quantitative assessment with FTA or BTA

Examples of Safety Barriers or Risk
Control Measure (RMC) applied to an

IE

Intermediate Event

= Human operation
(repair)

= Use of emergency

energy supply

INRAZ
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In case of
Scada/automation
misoperation

In case of electrical supply
failure (general and back up)

IEn

RCM




Rules for semi-quantitative assessment with FTA or BTA

Particular case - Taking into account the human factor

Two families of events linked to human factor :

» A clearly identified deviation, error of interpretation or execution,
= |nappropriate actions > Oran omission on the part of an individual (or a team)
that occurs in the context of an activity and a given work situation

» Includes non-technical factors (organizational, social, human, contextual,
individual or collective)
» Assessing 4 criteria that are questioned separately: [LAROUZEE 2015]

The operators’ skill

The complexity of the task to be accomplished

The work situation (conditions for carrying out an operation)
e The capacity for auto-correction

INRAZ
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Rules for semi-quantitative assessment with FTA or BTA

Particular case - Taking into account the human factor

Two families of events linked to human factor :

» A clearly identified deviation, error of interpretation or execution,
= |Inappropriate actions » Oran omission on the part of an individual (or a team)
that occurs in the context of an activity and a given work situation

» Includes non-technical factors (organizational, social, human, contextual,
individual or collective)
» Assessing 4 criteria that are questioned separately: [LAROUZEE 2015]
e The operators’ skill
e The complexity of the task to be accomplished
e The work situation (conditions for carrying out an operation)
e The capacity for auto-correction

= Human failure » Unintentional interruption of an activity that is in progress or expected, linked to the
“intrinsic reliability” of one or several participants

INRAZ » Generally considered independent of the organization
. For example: fainting, traffic accident..
<< €DF



Example 1: Semi-Quantitative Assessment with BTA

Scenarios leading to the Central Feared Event “Dam Failure” for a gravity dam

S Action of Preventin r
Initiating events Bt J Failure Mode
‘© IE1 - Intrinsic sensitivity of B1 Shear of
g Foundation 7 PL=E Foundation
o] PL=D
= - PL=E
[«
o S |IE2 Intrinsic sensitivity of dam B1
gL {body) ST Shear of dam
)
YV © PL=E body
— 3 B1
o * |IE3 Intrinsic sensitivity of dam ; PL=D
\'—U (%] (inteface concrete / foundation) ’ PL=D
PL=C
§ Shear of dam/
(=] IE4 Failure of function conveying ou foundation —
Z flood / flood energy dissipation interface
PL=D
PL=D
IE10 Failure of upstream
dam
2 i Failure mode linked
c IE11 Landslide allure mode linke
o to exceeding Dam
] PL=E Danger Level :Shear —
. ou of dam/foundation
‘B interface
[3) IEc12 Raise of reservoirteyel (*)
E ith no or several misoperati
o gates ) PL=E
S
e =
< PL=E
w (*) Reservoir lovel axcesding tha Dam Danger Lavel

Undesired
Central Event

Shear of dam/

| IE10 Earthquake I‘—

PL=E
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foundation
interface

PL=E

Effects

P1

reservoir level

Fast decrease of

Severity

Between 1 000 and
10 000 persons
exposed downstream

No upstream
consequence

[ Fallure mode occuring with slow Kinetics |

Barrier :
B1: Decrease of Reservoir Level
P : Emergency Plan

Echelle d"accés au

puits de visite]

Parement aval
(it 0715))

BATIMENT DE
VIDANGE DE FOND

nESpIRRq DLURA SXY

Vanne secteur
7

/

Axe conduite VDF




Example 1: Semi-Quantitative Assessment with BTA

Scenarios leading to the Central Feared Event “Dam Failure” for a gravity dam
[ Fatture Moce |

‘Action of Preventing

‘ Initiating events |

PL=D
PL=E

IE2 Intrinsic sensitivity of dam B1
(body) PLoE Shear of dam
PLE body
m

PL=D

ElgZ21 Raise of reservoir teyel
one misoperating gates be
Between 1000 and
10 000 persons
Danger Level IE4 Failure of ‘exposed downstream
e oo vy i
Pr=5
Raise of re k
* Fast decrease of || No upstream
) level ( ) Failure mode linked reservoir level | consequence
(with no or several to exceeding oam
; ; [Faitgs s osirng Wi st retes |

Failirs mods occuring with siow Kinetics

IEc12 Raise of reservoirtayel (‘)
(with no or several misoperating
gates )

2 Raise of reservoir
all misoperating gates beydqd
Danger Level

Barrier :
B1: Decrease of Reservoir Level
P : Emergency Plan

Shear of dam/|
1E10 Earthquake — i
P interface

PL=E

NP=C

EI123 Raise of reservoir level
with no misoperating gates beyond
Danger Level — Q3000

NP=C

¥22 Raise of reservoir
all misoperating gates beyd
Danger Level

Ic Non opening of all gates

NP=C

NP=B

Flood > Q300

INRAZ
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Example 2: Semi-Quantitative Assessment with BTA

Scenarios leading to the Central Feared Event “Unintentionnal opening of spillway radial
gate (during flood or test)”

Action of preventing Undesired

barriers Central Event Effect Severity

Initiating Event

Befwesn 7 ahd
70 persons
3
Inappropiate action ——  Overflow of 5850 m/s dﬁﬁg;:gm
UCE 3
PL=C Unintentional
Openingof spillway A"ﬂ
radial gate {during
- F‘E F’? Ba flood or test)
(Rl e [t el Co1 oied r:_ | Fast dlech asni_lalf | Mo Lpstrean
= L= CL = — reservair level until leve
PL=8 PL=C 506,60 mNGF Gonsequence
Automatic confrol system ?E ?? B
default !
oL=1 cL=1 cL=1 B6 : Lokking systernand « too long tirme » operation
PL=B BT : Human action by acting on the emergency stop button (opening of the control circuit —

possible from 3 control points by two hurman agents on darm site during flood

B8 : Human action by cutting the power circuit of the dam (at powerplant, the human agent
can cut general dam electrical power supply; if the human agent is inthe crest gallery or
spiltway platform, he can cut the power supply of each gate in the individual gate control case
inthe gallery). 2 hurnan agent are on dam site during flood

INRAZ o
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Example 3: Semi-Quantitative Assessment with BTA

Scenarios leading to the Central Feared Event “Bottom Outlet failure”

(1)

Faulty Llntrinsicbad
. repair behaviour

[ Gate ageing

Important Damage to the
vibrations L gate

2)3) ____(
H—or |

‘ Axle wear ‘_[ Broken gate
_— axle

S

|-

Mechanical

»

failure

(5)

{ Shock by jams ‘—I—

INRAZ
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|" External
|\ agression

-

ipplier and Reception Test
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Summary of risk assessment

Event Tree analysis: for a Quantitative Risk Analysis Assessment

Need to proceed to an extensive Functional Analysis and a Failure Mode Analysis, to provide the
completeness and the independence for the failure modes
guantitative Risk Analysis Assessment justified for specific structures (canals, canal embankments, etc.)

Various measurements of the probabilities related to failure modes:

Probabilistic: for natural hazards

Frequency: technological failure modes
Expert judgment based: failure modes with low data, human failures

Fault Tree Analysis or Bow Tie Analysis: for a Semi-Quantitative Risk Analysis

Assessment
Relative simplicity of implementation: need to proceed to light Functional Analysis and Failure Mode

Analysis, as PRA
Based on expertise and working group for the FTA for the rating of events / barriers / level of confidence

A tool that is well adapted to the reality of the field of dams where structures have unique characters
In practice, the approach the most used in France C

comité francais
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